Training on Fingerprint
Pattern Recognition

Fingerprint Application

Fingerprint recognition applications are divided
here into three categories:

Forensic applications have used forensic experts.

Government applications have used token-based
systems.

Commercial applications have used knowledge-
based (password) systems.
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Feature Type

 The lines that flow in various patterns across
fingerprints are called ridges and the spaces between
ridges are valleys, these ridges that are compared
between one and another when matching.

e The more microscopic of the approaches is called
minutia matching. The two minutia types are a ridge
ending and bifurcation. An ending is a feature where
a ridge terminates.

ending bifurcation

Pattern Matching

e Fingerprint patterns are: arch, loop, and whorl. Fingerprint
landmarks are: core and delta.

e The more macroscopic approach to matching is called global
pattern matching or simply pattern matching. In this
approach, the flow of ridges is compared at all locations
between a pair of fingerprint images.

e Two other features are sometimes used for matching: core
and delta. The core can be thought of as the center of the
fingerprint pattern. The delta is a singular point from which
three patterns deviate. The core and delta locations can be
used as landmark locations by which to orient two
fingerprints for subsequent matching.



Fingerprint Patterns & Landmarks
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Feature Extraction

e Sequence of fingerprint feature extraction processing
steps are: 1) Original, 2) Orientation, 3) Binarized, 4)
Thinned, 5) Minutiae, and 6) Minutiae graph
(template).

e Feature attributes are determined for each valid
minutia found. These consist of: ridge ending or

bifurcation type, the (x,y) location, and the direction
of the ending or bifurcation.
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Feature Processing Steps
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Minutiae (Template) Size

e The image is reduced in intensity levels from the
original 256 (8-bit pixels) to 2 (1-bit pixels).

* The result of the feature extraction stage is what is
called a minutia template (minutia graph). This is a
list of minutiae with accompanying attribute values.

 An approximate range on the number of minutiae
found at this stage is from 10 to 100. If each minutia
is stored with type (1 bit), location (9 bits each for x
and y), and direction (8 bits), then each will require
27 bits (say 4 bytes), and the template will require up
to 400 bytes.

Recognition Rate

e The ultimate measure of fingerprint system is recognition
rate. This can be described by two values: FAR and FRR.

* The false acceptance rate (FAR) is the ratio of the number of
pairs of different fingerprints found to match to the total
number of match attempts.

 The false rejection rate (FRR) is the ratio of the number of
pairs of the same fingerprint are found not to match to the
total number of match attempts.

 FAR and FRR trade off against one another. That is, a system
can usually be adjusted to vary these two results for the
particular application, however decreasing one increases the
other and vice versa.
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* The 2 solid curves are of hypothetical data illustrating desirable

and less desirable recognition performance.
*» The 3 dotted curves are of real data measuring the performance

of 3 commercial AFIS.
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